Customer Case Study

Networking Equipment Vendor
Chooses Vdoo to Strengthen Security
for Flagship Router
The Need
To maintain their global market leadership position, the vendor of a successful line
of network routers—known for their quality and performance—realized that they
needed to ramp up their device security level.

About the Customer

In recent years, the demand for secure network devices, including routers, has
been quickly growing due to cyber-attacks targeting these devices, with two notable
examples being VPNFilter and Mirai. These attacks targeted routers running Linux
and severely impacted network functionality, including complete shutdowns.

•

Top global vendor

•

Headquartered in North
America

In light of the growing demand for cybersecurity from their customers, longstanding integration partners, and regulatory and standard bodies, the vendor
decided to enhance their device security posture and processes. To progress
toward this goal, the vendor embarked on a high-impact project: security hardening
for the latest version of their flagship network router model.

•

Serves multiple industries
including telecom, defense,
manufacturing and
broadcasting

•

Leading provider of
network routers for
governments and large
enterprises

•

Facing growing
cybersecurity demands
from customers and
regulators

Beyond the direct security outcome for the specific router model, the vendor
considered that the methods and technologies implemented in this project would
help establish improved security practices during the early development phases of
future product versions and models.

The Challenges
At that time, the vendor’s development team had been using an open source
code-scanning tool which was customized in-house for their security needs. One
developer was responsible for working with the product security team to prioritize
the scanning results. The code-scanning tool produced long lists of findings that
developers struggled to assess and prioritize. Additionally, developers found it hard
to determine how to resolve the security issues that were discovered.
Although the code-scanning tool included scanning capabilities for varied security issues
and bugs, it did not help pinpoint the findings that presented actual security gaps in the
device nor did it give context on how they could be used in real-world attacks.

NOTE: This document shares information on a project in which a top networking equipment vendor engaged
with Vdoo to secure its network router product. We respect our customer’s wish to remain anonymous.
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Solutions Considered
The vendor initially considered two approaches for their security implementation:
1.

Enhance the existing code-scanning tool to detect additional security gaps that may expose the device to new and
sophisticated attacks via customization work by an in-house security expert. With this approach, the ability to broaden the
coverage of potential security weaknesses and threats, to assess and prioritize detected issues, and to maintain the tool
over time, would still be limited by the natural human constraints of one individual.

2.

Use outsourced penetration testing services to perform security checks. The main disadvantage found for this approach
was the project’s duration: a manual pen-testing process could take up to several weeks per product or version, depending
on the outsourced team’s availability and constraints, possibly leading to delays in the device’s time to market. In addition,
due to the massive resources required, this approach would be infeasible to scale across many products or use for iterative
security validation processes per product.

In addition to the above concerns, both approaches would require significant internal effort to prioritize security gaps and
determine how to address them after obtaining the testing results.
Having concluded that both approaches have significant disadvantages, the vendor started exploring other options, and learned
about Vdoo in the process.

Chosen Solution: Vdoo Platform
The vendor decided to use the Vdoo device security platform to assess and implement security hardening for
their router product, mainly for the following reasons:
Comprehensive coverage
Ability to automatically detect a broad range of security issues including known vulnerabilities
(CVEs), security malpractices, configuration issues, and more, based on Vdoo’s rich device security
knowledgebase continually being updated by the Vdoo security team.
Speed
As an automated security analysis solution, the Vdoo platform provides a significant speed advantage
compared to manual penetration testing services, providing results in minutes rather than weeks. This
is especially significant considering the vendor’s desire to establish a process for implementing security
as part of ongoing product development efforts moving forward, as it enables continuous security
validation of new releases without delaying time-to-market.
Efficiency and smart prioritization
Intelligent impact scoring and clear resolution guidance for each detected security issue enables
quick and efficient prioritization of top issues and determining how to address them, without the
need for internal embedded security expert resources.
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Security Implementation Process
The vendor chose to perform a comprehensive security implementation through an iterative security analysis and resolution process.
The project’s goal, as defined by the vendor, was to achieve an acceptable security level for the router. This meant that there
should be no unresolved high-impact security issues. The discovery of open issues and their impact assessment was handled by
Vdoo Vision, as explained further below.
Following is a high-level flow of the process:

Phase 1
Analysis
(48 minutes)

Phase 2
Resolution
(6 days)

Phase 3
Analysis
(48 minutes)

Phase 4
Resolution
(<1 day)

7 high-impact CVEs,
10 high-impact
exposures

Almost all highimpact issues
remediated

High-impact CVE
in Linux kernel

Agent created
to mitigate
vulnerabilities

Security Analysis and Gap Resolution with Vdoo Vision
The first step was to upload the device’s binary image to Vdoo Vision, a web-based platform for automated security analysis of
connected devices. Within under an hour, Vision provided detailed information on the device’s software components (SBOM),
detected security vulnerabilities and exposures, and remediation guidance.
In the first iteration of the analysis, 17 security issues with high (or very high) impact scores were detected, including seven CVEs
and 10 security exposures. Examples include:
Exposure 1: Weak Cryptographic Key
•

Issue: A weak cryptographic key was used for SSL communication, exposing it to the risk of brute-force cracking.

•

Resolution guidance: A NIST-approved key size for the algorithm used was recommended, along with instructions and a
code sample for creating a strong key in the SSL software used in the device.

Exposure 2: Insecure Password
•

Issue: A system user password stored on the device was hashed using an insecure algorithm that can be reversed
relatively easily, potentially allowing an attacker to gain access to the device.

•

Resolution guidance: Specific instructions were provided to configure the operating system to use a secure hashing
algorithm for user passwords, and to expire the existing password, forcing an update.

CVE: Privilege Escalation Vulnerability in Linux Kernel
•

Issue: The Linux kernel version used in the device was exposed to a well-known vulnerability with published exploits. This
vulnerability could allow unprivileged local attackers to achieve root-level access and take control over the device. It was
found that a patch that mitigates this vulnerability was not applied.

•

Resolution guidance: four options were presented, including full remediation via a kernel upgrade, mitigation using a
patch, mitigation by disabling remote access to the device, or mitigation using Vdoo ERA (Embedded Runtime Agent) to
prevent the execution of unauthorized binaries.
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Upon receiving the analysis results, the development team moved to the next phase of resolving high-impact issues, using guidance
provided by Vision. Within six days, most issues had been fixed. The remaining challenge was with high-impact vulnerabilities found in
the Linux kernel: a kernel upgrade to remediate them was considered very complex and risky.
Following the first resolution phase, the vendor ran a second iteration of analysis. They confirmed that all the high-impact
exposures and all high-impact CVEs except in the Linux kernel were resolved, as expected. Finally, the team considered
mitigation options for the remaining vulnerabilities and decided to evaluate the use of Vdoo ERA.

Simplifying Mitigation with Vdoo ERA (Embedded Runtime Agent)
The vendor decided to evaluate the use of Vdoo ERA to mitigate Linux kernel vulnerabilities without the risk and effort of
modifying the existing device code.The vendor automatically generated an optimized device-specific ERA agent directly from
Vision, and used a simple process to install the agent on the device. Through testing in their lab, the vendor ensured that device
performance and functionality were not degraded.

Looking Beyond the Initial Project
Beyond enhancing the targeted product in the scope of this project, the vendor could use the analysis findings to immediately
improve the security posture of similar products that share code with the router, as well as apply their experience to accelerate
future security efforts.

Benefits Gained from Using the Vdoo Platform

Competitive advantage

Reduced risk

Increased efficiency

With fast and significant security
enhancements to their flagship
product that allowed them to
position the router as secure

With deep visibility, guidance
and tools to resolve major issues
without requiring in-house
embedded security resource

With automated identification of
top priority issues and guidance
enabling developers to quickly
mitigate problems

About Vdoo
Vdoo delivers an automated device security platform enabling companies to ensure optimal security posture for their IoT, connected and
embedded devices, with speed and at scale, from development to post-deployment. Vdoo was founded by serial entrepreneurs who previously
sold cybersecurity company Cyvera to Palo Alto Networks, bringing with them extensive knowledge of endpoint and embedded system security.
Vdoo is backed by top-tier investors including 83North, Dell, WRVI, GGV, NTT DOCOMO, and MS&AD. Vdoo has offices in the US, Europe, Japan,
and Israel, and dozens of well-known global customers.
For additional information, please contact us at info@vdoo.com or visit our website at vdoo.com

