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Customer Case Study

Industrial Device Manufacturer 
Chooses Vdoo to Automate Security 
Analysis of Connected Products

The Need
For a large global company serving industrial organizations with a portfolio of 
connected products, security has become a core requirement to protect their 
customers from increasing cyber-threats.

The interaction between the manufacturer and Vdoo initiated with one of the 
company’s business units, which was facing challenges in implementing software 
security for the connected devices they develop. The BU’s product security team 
was looking for ways to improve the efficiency of their security analysis and 
validation practices, ensuring security is implemented effectively with minimum 
required time and effort.

To achieve this goal, they realized, they needed an automated security analysis 
solution that is specifically suited for embedded devices.

The Challenges
The product security team was charged with identifying and addressing 
cybersecurity risks in the BU’s connected products. To assess the security posture 
of their products and identify gaps, the team used software composition analysis 
(SCA) to identify third-party and open-source software components and their 
associated vulnerabilities, and application security testing for their internally 
developed software.

The team had been working with application security tools that were already in 
use at the company, but found them ineffective in detecting security issues in 
their products. The automated scans produced results with low accuracy, and 
many issues were found to be false positives. As a result, the team had to spend 
significant resources in investigating the findings from their application security 
tools, canceling any efficiency benefits from the automated analysis. In addition, 
they were concerned that inaccuracies in the security analysis may lead them to 
miss some security issues in their products which would put their company and 
customers at risk.

About the Customer

• Top manufacturer of 
industrial devices and 
systems

• Offers a broad range of 
products and services to 
industrial companies globally

• Enables connectivity and 
automation in industrial 
environments

• Security is a core part 
of internal development 
processes for the company’s 
connected products
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Automating Product Security Analysis
The product security team decided to look for an automated security analysis solution that is specifically suited for the purpose 
of securing and hardening connected products - built on a deep understanding of embedded software architectures and 
technologies as well as attack methods commonly used to compromise embedded devices. When they learned about the Vdoo 
platform, they decided to check if it could provide them the precision and quality of findings they needed.

The team started with an evaluation of the Vdoo platform by analyzing the software of one of their industrial control products. 
The product was running the company’s proprietary firmware with a real-time operating system.

The team uploaded the product’s software image to the Vdoo platform for automated analysis. Within minutes they obtained 
the analysis report and set to evaluate its efficacy, investigating the findings and comparing them to existing results from the 
automated application security tools used by the company. They found that the identified software components and security 
issues were very accurate and comprehensive, with significant improvement over the previous automated scan results. In 
addition to identifying open-source software and associated vulnerabilities, Vdoo provided detailed information on software 
configuration issues, as well as zero-days detected in the product’s internally written software that were not known before.

The team also found the information provided on each issue helpful in enabling efficient security implementation by developers. 
Using intelligent issue prioritization determined by the platform based on the entire product context, and actionable resolution 
guidance that is easy for developers to understand, the team could guide on quick steps to make a significant security impact.

Following the successful evaluation, the BU chose the Vdoo platform as their automated security analysis solution for additional 
products in its portfolio.

Security Integration into Software Development Lifecycle
Once the Vdoo platform was chosen, the product security team worked with the DevOps team to implement security analysis as 
an integrated part of the software development lifecycle.

The DevOps team used the REST API provided by Vdoo to integrate the platform with their continuous integration system, adding 
a security analysis scan process for nightly builds. This enabled ongoing tracking of up-to-date security status during the product 
development phase, as well as quick and efficient guidance to the development team on what issues they should fix and how.

Vdoo is a global leader in the complex and increasingly-critical product security space. With Vdoo, organizations can identify, prioritize, and mitigate 
a vast range of security issues. As the only automated platform that provides end-to-end product security, Vdoo helps development and security 
teams reduce time and effort while ensuring optimal product security. The platform addresses a diverse variety of security risks including supply 
chain threats, configuration risks, standard compliance, zero-day vulnerabilities, and more. Founded in 2017 by a team of seasoned cybersecurity 
entrepreneurs and product security experts, Vdoo is now a global company with offices in Israel, US, Germany, Singapore, Japan, and dozens of 
Fortune 500 customers representing the most security-diligent companies from various industries.

For additional information, please contact us at info@vdoo.com or visit our website at vdoo.com

About Vdoo

Benefits Gained from Using the Vdoo Platform

Reduced operational costs  

The BU leveraged the Vdoo platform 
to quickly obtain the accurate and rich 
information they needed to ensure the 
security of their connected products, 

saving time and effort previously spent 
investigating false positives.

Reduced risk  

Vdoo provided a comprehensive view 
of their products’ security issues across 

internally developed, third-party and 
open-source software, as well as 

prioritization and mitigation guidance 
needed to efficiently address the issues 

that had actual risk impact.

Streamlined security  

By integrating automated security 
analysis scans into their continuous 
integration pipeline, the BU ensured 

efficient and streamlined security 
implementation.
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